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nGywywp Uppenip dwubgiuwup?®, MGwnmwywlu JGpwhuynnnipjwl swnwjnipjwu Uwhuyhu
wtwn Ywyhpe Uwlwuwpwup?’, Uwnpnnt hpwyntuplutph bwhuyhlu wyw2unwwl Lphunhut
Qphgnpjwlp: Wuhupu, dwpnhy, npnug h ywownnut hwuwubGih £ Gnb 2w qquijnLu
inbnGywwnynipnu?®; Pegasus-ny Jwpwyywd [huGint JwuhU hwjnwpwptb] U bwl
punnhdwnhp  gnpdhsubpn  “wdhe lwdwywup, Nnptl UGhpjwup,  Uwdytb)
Swndwljwupy,- Ubg htwin gpnignid wwwndtg Upenip Mwwjwup?®:

Swenpn Yuwplenp hwugwdwupl £, np wGunwywu Jwpdhuutphg rhpwhuwynpnidutpp
hwwnywwtu yGunpnuwgwd Gu tntp wudunwuquwihu hwnpgtpnd gqpwnynn Ywnnygubph
w2huwwnwyhgutph nunnnupjwdp’ Iwjwunwuh Uugunwugnipjwl junphnepn, Upunwphu
ghpdtph  nL Mwunwwunipjwl  Lwhuwpwnpnoeynluutp, Uggwihu - wuydunwugnpjwl
Swnwjnieintl, Nunhywuntpniu:

««dwpwyytpy Ep [wjwuwnwuh Upwnwphu gnpdtph bwpuwpwpnepjwl  gpGet  nng
wldUwywaqup: Swydwutpp 2wwn JGd Ehu: dwpwynwd EhU pninphu, nd Ywnpnn Ep nplE
inbGnGYnLpjwu inhpwwtunt| Swjwuwnwup wuywnwugwjhu nL wnuwphu
pwnwpwywuncpynluutph YyGpwptpuwi  Wubw  Lwnnwywuh  hGnwpnup, ophuwy,
Pegasus-ny Jwpwyt| Gu 27 wugwd, npnnyhtunle Upw udwppdpnup dwpnyngp (wiyp skn,
hGnwhunup hwbwhu En «uunnd», nLunh unhwyywd Ehu Unphg Juwpwybp wylu, pwuh nn
iPhone-utph ytpwagnpéwpynwdhg htunn htnwhunup wtunp £ Ypyhu Jupwyt, Pegasus-
ny»,- thnpuwlgbg NnLpbU UnLpwinjwiun:

UnLpwnywuh funuptpu wytGih N hwunwwnnud guinwl the Citizen Lab-h ynndhg 2023
pUwywuh JwjhupUu hpwwwpwywsé Technical Brief gqGynygnd®, nup dwupwdwultn Gu
rhpwhuwynpdwl pupwgpnid ogunwagnpdywd Gupwlywnnigdwdph W ungbihnueyntulbph
Jwuhu:

(et 2020 pywywuh hnihuhg h JGp nppwu E Ywqudb] Pegasus-nd phpwhuwdnpywd
hwjwunwUujwu ogunwwnbptph rhuyp, rhpwhuwynpnudutph pwuh wninynul £ hwenn Gnb,
Lot Gup, nn gwjuop uwnnyqg rhyp hwjinuh s£* bwle Uwhunpn hwnywsdnud Uwpwagnpywd
wuwuwndwnubpny:

2nLqgwhbnwpwn’ hwjwunwjwlu rhpwhuiwynpnuduGph pwlwyh Jwuhu wnwywyhu jwyu
ongwlwnnijwl UG £ AccessNow-h, Citizen Lab-h, Amnesty International-h, CyberHUB-
AM-h L. NnLpBU UnLpwinjwiuh Ynndhg hpwywuwgywé hGunwagnunnipyniup, npuintn upyncd

26 Artur Vanetsyan - Wjuop Apple puytpnieintuhg Lwdwy unwgw, npu... Facebook.com. Published 2023.
Accessed July 2, 2024.
https://www.facebook.com/avav111/posts/pfbidOho6NbY5QtJho24pCsfSEvvGX2TvCurfnKGr25Apd54 VAU
YdV7jgUeh8kyUUBaR4HI

27 nkY gh2bp dwdp 2-hu Apple-h... - Davit Sanasaryan. Facebook.com. Published 2023. Accessed July 2,
2024.
https://www.facebook.com/sanasaryan/posts/pfbidOHnLVguwbPUiB2fo948RqwBYz7mevJUpscbhqvLgMZJ
1MWcRCXx3Duh4ExAiaCK8YI

28 Armenia spyware victims: Pegasus hacking in war. Access Now. Published November 27, 2023. Accessed
July 2, 2024. https://www.accessnow.org/publication/armenia-spyware-victims-pegasus-hacking-in-war/

29 Armenia spyware victims: Pegasus hacking in war. Access Now. Published November 27, 2023. Accessed
July 2, 2024. https://www.accessnow.org/publication/armenia-spyware-victims-pegasus-hacking-in-war/

30 Scott-Railton J. Armenia-Azerbaijan conflict: Pegasus infections - Technical Brief [1] - The Citizen Lab. The
Citizen Lab. Published May 25, 2023. Accessed July 3, 2024. https://citizenlab.ca/2023/05/cr1-armenia-
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E, pbt 2020-2021 pywywllutphu Pegasus-ny Swjwuwnwlnwd  hwonnnipjwdp
rhpwhuwynnyt] G punuwpwghwywl hwuwpwynipjwl 12 UGpyuwjwgnighyst:

Uu hGunwagnunnipjwl 2ppwbwynid, wnwug wuntlubp UGpyuwjwgubine  hwjwuwnwugh
Jwulwagbwutph ubpywjwgnpwd rytpp wnujwuq UGy uwpg pwpép Gu: CyberHUB-AM-h
W MnpGU Untpwnjwuh uGpyuwywgpwéd innjuutph hwdwéwju, 2020 pwywuhg hptug
nhdt| Gu Apple-hg dwuncgnidutn unwgwd wnuygwql 200 wubhup:

Swny E uwuwnbl, np funup £ gunud pwgwnwwbtu iOS owtnpwghnu hwdwywnpgh Jwuh,
pwluh np Google-pn Pegasus-ny phpwhuwdnpybint dwupu swuncgnedutin sh nunuipyned hp
uinbindbwd owbtpwghnu hwdwywngh® Android-h oguwwnbtptppu: NLuwnp,
rhnwhuwynpnidutph pwuwyp Ywpnn £ wytih pwnpén hubi:

WUu [pinbGuwywu dpwgph hGunwgnundwdp wudhpwywunpBu gpwnynn  hwjwuwnwujwl
Jwulwqgbwutpp wyunnwd Gu, np 2020 rqwywuh hnhuhg h y6p 3wjwuwnwuncd Pegasus-
nd phpwhiwdnpdty G Jh pwuh hwpnop  udwppdnuutbp  (Upenp  Mwuwjwlh
guwhwwnwywul E), W phpwhiwdnpdt U hwjwunwlwu wtunwywl Jwpuhuubnph,
pwnwpwywl nudbph  wuqwd, wuwbu Ynswd, 2wppwihu  w2uwwnwyhgubn no
wunwdutp, gnpbwpwp  w2huwphh, pwnwpwghwywu  hwuwpwynipyu W
Inwwnywdhgngutnh pwquwehy Uepywjwgnighgutn:

[wjwunwlujwl  phpwhuwdnpnudutph  nuncduwuppnejwl - wnwehu - wyuhwyun £
hGwnlninlul wjl E, np Uwhunpn tnwnphutbphu Yphptrgnpnhutbph pwuwyh wap gntrt Uhaown
gngnpnyt| £ hwj-wnppGowuwywl hwpwptpnoejnluuGpnud dwdwuwy wn dwdwlwy
dwqgnn upwgnudutph htnn' 2020 pYwywuh wnwynwjwl dwnpwnbn, 44-onjw wwwnbpwaqd,
Fwpyh gnpdnnniejnluubpp LGnUwhUu wpwpwnh  nbd,  Swjwunwl-Unpptowl
uwhdwlwjhu Jwpwntbn, hwj-wnppGowlwlywl pwbwygnipjncluutGph wnwugpwjhu thnGn,
wd hwjwunwlwlu UGppwnwpwywl  Ywpwnp  qwpqugnudubph, ophuwy® 2021
prYwywuh hnluhuphUu wjwgwd wpunwhbpe funphpnwpwluwywu punpnugynctultph hGun:

QnGpt Uhowin' wnwyehUu hwnpgp, np tnwihu £ jnupwpwugnip np, ny hwyinuynud £ wynwhup
Yhptnhwnéwydwu phpwhunwd, RE Ny £ juwugquwd Udwl gpnnhh hGunlened, npnghGunle wyn
hwpgh ywwnwuhuwUl £, np yoquh hwuywuw® husn" GU UdwUu pwjth nhut|, husn’e £ htug
hupp phpwhuwdnpyt), hUy tnnbnGYnLenLL, tnnyjwutn Gu thuwnntl, husn’t htug hhdw, h'uy
wbGuwnp E uywub], h ywwnwupuwl® p’Uy wewp £ dGnuwpyt) W wyu:

Uygpuwywl 2ppwuncd hwnywwtu hwjwunwljwu Jwulwgtunubph dnun hwpgbp Ywjhu,
Rt hwauh wnutiny punnhdwnhp pwnwpwlwl gnpshsutph phpwhuwynpnudp®?® wpnn'p
Swjwuwnwuh h2fuwunceniblbnu GU ywuquwé Gpypned Pegasus-h yhpwndwUu hGunlined:
Uwywjl dwdwlwly wlg h hwuwn Gwd Jywynientubbpp hGunpbpp nmwpwu hwplowl
UnppGowl: Unwin JGY tnwph wnwe' 2023 pwywuh JwjhuhU (nyu inGuwu Access Now-h,
the Citizen Lab-h, Amnesty International-h UGppn gnnpdnn Security Lab-h, CyberHUB-AM-h
W thnpéwqgbuin NnpGU Unipwnywup' wdhutbn tnlwd  hwdwwnbn  hGunwplunpjwu

31 Armenia-Azerbaijan conflict Pegasus infections - Technical Brief, https://citizenlab.ca/2023/05/cr1-armenia-
pegasus/. Armenia/Azerbaijan: Pegasus spyware targeted Armenian public figures amid conflict,
https://www.amnesty.org/en/latest/news/2023/05/armenia-azerbaijan-pegasus-spyware-targeted-armenian-
public-figures-amid-conflict/

32 MinLpbU Unipwnywuh Uspyuwjwgdwdp, 3wjwuwnwuh Gpypnpn nL Gppnpn Uwhuwgwhubph 2ppwwwiuinp
uGpywjwgunn wubdwug Pegasus-ny phpwhuwynpdwl nGwptnp Gntp Gu Uh pwuh tnwulywy:
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wnpryntuputGpp, nup Jh pwuh wnwugpwihu wndjwiutn hpwwwpwydtbght Pegasus-h
oguwagnpddwdp hwjwuwnwljwu rhpwhuwynpnwdutph gnpénd  UnppGowuh
dwulwygnipjwl dwupus3;

The Citizen Lab-h hpwwwpydwlu hwdwéwju, UnppGowunwd ntn 2018 pJwywuh
wywpunhu Yuwd unyuhuy wytih 2nwn hhdudbg £ Pegasus-h unwywpdwlu wnuyjwqu Gpync
yGuwinpnu (owGpwuwnnputn), npnug hGunwpUunLpjwU htnhuwywubpp YnsGp GU Yanar ni
Bozbash: Gpbt wnwohup ywuwupuwUwwnnt £ GnG| UnppGowuh UGnpunwd gnpéwnuncejwl
hwdwp, www Bozbash-h Lwwuwwlyu E Gnb| Pegasus-ny phpwhuwynpnudutbplu huswtu
UnppGowuncd, wjuwtu £ wpunGpypned, UGpwnjw® wjwunwup3*:

Swywnuh E, np, opphuwy, UnppbGowunwd phpwhuwynpwéd Gu Gnbp wybih pwu hwqun
udwppdpnuubn®:

[wjwuwnwuh nbd Unpptowuh Ywnwdwnpnipjwlu ynndhg Pegasus-h Yhpwndwu JdwuhUu
hpwwwpwywy hwjnwpwptg  WUL-U: Wu  wwphhu  hpwwywpwydwsd  Uhwgjwy
Lwhwlqubph wGwmpwnpuninunwpnipjwu qynygnud” w2huwnhnud dwpnne hpwynilupubph
Jhdwyh Jdwupl, Upqwd E, pG wu gnighsubp, np 2020 pywywuh hnyunbdptphg dhusl
2022 nGywnbdptp UnppGowuh Ywnwdwnnieintup bGpgpwyywéd £ Gnbp 3wjwuwnwuncd
pwnwpwywl Lywwnwnnidutpny hpwywuwgynn (pnunGudwl gnpdnud’ yhpwntiny Pegasus
dpwahpp®®:

33 Armenia-Azerbaijan conflict Pegasus infections - Technical Brief, https:/citizenlab.ca/2023/05/cr1-armenia-
pegasus/

34 Scott-Railton J. Armenia-Azerbaijan conflict: Pegasus infections - Technical Brief [1] - The Citizen Lab. The
Citizen Lab. Published May 25, 2023. Accessed July 3, 2024. https://citizenlab.ca/2023/05/cr1-armenia-
pegasus/

35 Armenia/Azerbaijan: Pegasus spyware targeted Armenian public figures amid conflict. Amnesty
International. Published May 25, 2023. https://www.amnesty.org/en/latest/news/2023/05/armenia-
azerbaijan-pegasus-spyware-targeted-armenian-public-figures-amid-conflict/. Accessed May 21, 2024.

36 2023 Country Reports on Human Rights Practices: Azerbaijan, https://www.state.gov/reports/2023-
country-reports-on-human-rights-practices/azerbaijan/.
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Stuwutlh hGnwuywpnd Udwu Ywpgh Yhptngpnhutph  hwwhiwywunienlup,
Swwutpp W punpnipyntup wpnn G wéb], pwuh np Jwpnywug Yuwhudwdnieinlup
udwppdnuutphg nL wy mhwh quebtrUtnhg 2wnnLywuwpwn wénd L:

Wu thGinpdwphu  Google-h Threat Analysis Group-h  hpwwwpwywd qtynygnd
ubGpywywgyty Gu pnbGuwywu Spwagptp Jowynn W Jwéwnnn dnun 40 dwulwynp
Ywagdwybpwnipnuutbp (commercial surveillance vendors?’:

Uu2npnn, gnugwhbnwpwp qupgwunwd GU Lwl UdwUu Ywpgh Yhptngpnhutphg
ww2unwwubint  JwpnnnuenltuluGpp: Spwapwihu wwwhnynudubp W udwppdnuutn
wpuwnpnn puyGpnueynuutpp (Apple, Google, WhatsApp, Signal), wGunnipejnluutpu n
hpwwww2unwwu Ywagdwytpwnipyntlubpp 2wpnlywuwpwn  puryuwyunid U hptug
utpgpwywdnipintup Udwuwwnhy [pnbunn dpwgpbph nGU wwjpwpnLu®, ubnwuhu Gu
nunwd Unp gnpdhputn3®® Ldwu Spwanptph hwjnbwptpdwu hwdwp, uwywu wbnp E
ghwnwygb| ywplnp Uty thwuwn® d6np udwppedpnup bnt W Junwd £ jwdwanyl (pintup® htug
4bp nGJ:

37 Buying Spying Insights into Commercial Surveillance Vendors. https://storage.googleapis.com/gweb-

uniblog-publish-prod/documents/Buying_Spying -_Insights_into_Commercial _Surveillance Vendors -
TAG_report.pdf

38 LnpnipynLu sk, np hwwnywwbu ppuwwbunwywl Gpyputpnd hpuduww2unwwulbnp, pwnwpwghwyw
hwuwpwynipjwu LEpYwjwgnighsubpp W (nwanpnnutpp wnwdwnpniejnltulbph wnwglwjhu
rhpwhultinhg Gu, W Udwlu Spwagntplu oquwgnpdyncd BU Upwlg (punBubine hwdwn:

392021 pywywuh hnihuhu Amnesty International-p Ukpywjwgntg Mobile Verification Toolkit-p (MVT), npp
agnndhp EiOS W Android owtpwghnu hwdwywpagtnh ynw hhdujwé udwnpdpnulbpnid Udwl puinbunn
Spwagntn hwynuwptpGine hwdwn (https://docs.mvt.re/en/latest/): i0OS-ny gnpdnn uwnptph hwdwp wnyw
E bwl. iMazing gnpéhpp (https://imazing.com/guides/detect-pegasus-and-other-spyware-on-iphone):
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